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The Criminal Justice Electronic Crime Technology 
Center of Excellence provides scientific and technical 
support to NIJ’s research and development efforts; 
supports the demonstration, transfer, and adoption of 
appropriate technology into practice by law 
enforcement and corrections agencies, courts, and 
public crime laboratories; assists in the development 
and dissemination of technology guidelines and 
standards; and provides technology assistance, 
information, and support to law enforcement and other 
criminal justice agencies. .

NIJ ECTCoE
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ECTCoE’s Strategic Goals 
align with NIJ’s goals
NIJ strategic goals
• Increase the Nation’s capacity to prevent 

and control crime
• Improve the fair administration of justice
• Reduce the impact of crime on victims and 

hold offenders accountable
• Increase understanding of justice issues 

and develop successful interventions
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 Goal:

• To assist state and local law enforcement agencies to effectively and efficiently 
investigate, analyze, preserve, and present digitally stored information of evidentiary 
value

 Objectives:  

• RESEARCH AND DEVELOPMENT of emerging technologies required for Electronic 
Crime Investigations and Digital Evidence Recovery as recommended or directed by the 
E-Crime TWG, federal partners, or Congress

• TEST AND EVALUATE technology to provide unbiased information to the federal, 
State, local, and tribal law enforcement communities

• DEMONSTRATION of cutting edge technologies in an operational environment to the 
law enforcement community

• STANDARDS that improve technology reliability, accuracy, and admissibility

• OUTREACH to provide unbiased information to the state and local law enforcement 
community on electronic crime and digital evidence recovery technology related issues

Electronic Crime Goals 
and Objectives
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Objectives
• Support the Electronic Crime TWG
• Tool Testing & Evaluation

– Test electronic crime & digital evidence tools & technologies
• Requirements

– Identify operational requirements
• Technology

– Deliver technology demonstrations/evaluations of emerging 
technologies

• Standards
– Support professional, laboratory and technology standards

• Coordination
– Support coordinated efforts among law enforcement, industry and 

academia
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Proposed Deliverables: 
• Identifying technologies and operational requirements to meet criminal 
justice needs

•Support NIJ’s research and development programs
•Conduct and publish a study based on empirical data to comprehensively 
identify the impact of electronic crime and digital evidence on State and 
local law enforcement

•Conduct and publish a study based on empirical data on the total number of 
cell phones in use and forensic solutions available

•Testing, evaluating and demonstrating electronic crime and digital evidence 
technologies for criminal justice use

•Supporting the adoption of new technology by the criminal justice 
community

•Developing technology guidelines
•Providing technology assistance & support to criminal justice community on 
a national basis

NIJ ECTCoE
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Progress to Date:
• Identifying technologies and operational requirements to meet criminal justice needs 

–ECTCoE has hosted the Electronic Crime TWG Meetings and identified technologies 
and operational requirements and evaluated projects in progress

• Support NIJ’s research and development programs
–ECTCoE has conducted testing and evaluation on NIJ funded projects and produced 
reports to facilitate informed decision making

• Conduct and publish a study based on empirical data to comprehensively identify the 
impact of electronic crime and digital evidence on State and local law enforcement
–ECTCoE has drafted a plan for the needs assessment, identified the management 
team, advisory panel, expert reviewers, workshop facilitators, identified workshop 
locations and coordinators, and held two organizational meetings to train and prepare 
project staff

• Conduct and publish a study on the cell phones in use and the forensic solutions 
available
–ECTCoE has begun compiling the cell phones in use throughout the US and 
identifying the available cell phone forensic solutions 

• Test, evaluate and demonstrate technologies for criminal justice use
–Staff has tested, evaluated and written reports on Redlight Human Image Detection; 
Crowbar; EnCase Portable; Mobile Phone Seizure Guide

–Scheduled testing & evaluation on LATT; WindowsFE; FieldSearch; SafeBoot; 
Lantern; TrueCrypt; 

NIJ ECTCoE
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Progress to Date (continued):
• Support the adoption of new technologies

–ECTCoE staff is scheduled to demonstrate multiple technologies at DoD Cybercrime, 
Techno-Security, and HTCIA

• Developing technology guidelines
–ECTCoE has a Publication Development Coordinator on staff responsible for publication and 

guideline development
–Work is continuing on the NIJ Publication Forensic Examination of Digital Evidence

• Providing technology assistance & support to criminal justice on a national basis
–ECTCoE continues to host technology workshops to demonstrate tools and technologies for 

criminal justice practitioners to review and provide comments for inclusion in the evaluation 
reports

–ECTCoE staff fields requests for assistance with electronic crime investigation and digital 
evidence collection and examination inquiries from the criminal justice community

–ECTCoE has developed and launched the www.ECTCoE.net electronic crime and digital 
evidence tool and technology resource site to provide the criminal justice community with 
access to NIJ funded tools and technologies, evaluation and testing reports, training 
information, a searchable tool and technology catalog and a searchable electronic crime 
investigation and digital evidence analysis resource database

–ECTCoE has established a secure web community on the CyberCop Portal to provide the 
criminal justice community with secure messaging, online criminal justice resources, a 
survey capability, training course proficiency test administration capability.

NIJ ECTCoE
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NIJ’s Electronic Crime Technology 
Working Group (TWG)
• Electronic Crime TWG supports the Research, 

Development, Testing and Evaluation (RDT&E) process 
within NIJ’s Office of Science and Technology.  

• TWG - approximately 32 Electronic Crime, Digital 
Evidence & Criminal Justice Subject Matter Experts 
– responsible for identifying CJ tool & technology needs
– identify operational requirements for law enforcement, correction, 

parole & probation tools & technologies 
• Support NIJ’s current and future RDT&E activities and 

ensure that future tool & technology developments 
address Criminal Justice high priority needs. 
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Tasks performed by the TWGs

• Review and validate NIJ’s planned and ongoing research 
and development activities and recommend future 
technologies to address practitioner-driven needs. 

• Identify additional technology needs as well as define and 
document operational requirements. 

• Evaluate research and development programs/projects. 

• Identify host agencies to serve as test-beds or “first 
adopters” of newly developed technologies.
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TWG Recommendations / 
Focus Areas

• Mobile Device Acquisition and Analysis Tools
• Macintosh Acquisition and Analysis Tools
• Network Acquisition and Analysis Tools
• Volatile Data Acquisition Tools
• Peer-To-Peer Analysis Tools
• Anonymous Network Analysis Tools
• Data Hiding and Encryption Analysis Tools
• Recovery of data from Damaged Hard Drives
• Macintosh Forensics Training
• Mobile Device Forensics Training
• Digital Evidence Recognition Training
• Digital Forensics Analysis Training
• Support Policy and Best Practices
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NIJ ECTCoE Online Resources
From the NIJ Electronic Crime Technology COE Solicitation:
NIJ is interested in having the Center implement a web-based resource 
center. This would include management and coordination of a Criminal 
Justice Electronic Crime Technology Resource Center, a password-
protected Web forum that makes information available on current and 
emerging technologies, and practitioner information. This Web-based 
resource will be maintained on the NLECTC System’s Justice Information 
Network (JUSTNET) or linked to JUSTNET. 
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NIJ ECTCoE Online Community 
and Collaboration Resource

https://cybercop.esportals.com/
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ECTCoE Online Resources

http://www.ectcoe.net/h/index.php
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NCJ 225375http://www.ojp.usdoj.gov/nij

March 2009
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R&D Efforts
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Live Computer System Capture and Triage 
Tools

• Live computer system capture and triage tools perform forensic examinations on live 
systems before they are seized (to determine the need to image live and the 
capability for onsite system overview). Some of these tools may perform forensic 
examinations during a permissible search (such as a probation search or a search 
with the owner’s consent). These tools should capture and document:

– Operating system information.
– Time zone, BIOS, and hard disk drive size.
– Encryption issues (files, motherboard, operating system).
– Local Area Network (LAN) information (multiple computers, IP address, gateway, MAC 

addresses, connections).
– Offsite storage information.
– Random Access Memory (RAM) dump.
– Open file dump.
– Wireless connectivity.
– Connected computers.
– Connected devices and interface.
– Web-based email.
– Gallery viewer/multimedia player available for rapid review.
– Chat history.
– Instant messenger tool
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Project Title: USB Live Acquisition and Triage Tool (US-LATT)
Grantee: Wetstone Technologies, Inc.
Award #: 2009-SQ-B9-K015
Program Manager/Division: Martin Novak/ISTD
Portfolio: Electronic Crime and Digital Evidence Recovery

Concept Operational Capability
 Tools that will perform forensic examinations on a live system 

before it is seized (to determine the need to image live and the 
capability for onsite system overview).

Deliverable:
 A fully operational US-LATT for unlimited distribution to U.S. 

State and Local Law Enforcement Agencies which will 
enhance and augment the abilities of first responders, through 
the use of a USB-based forensic device and software, to 
efficiently and effectively investigate a live computer

 Final Report to NIJ

Approach and Objectives

 Execute a field trial for USB-LATT
• Select participants
• Provide USB-LAT to participants
• Incorporate participant feedback into USB-LATT
• Finalize field trial

 Distribute final version of USB-LATT 
• Prepare for distribution
• Distribute to State and local law enforcement

 Provide USB-LATT to the NIJ Electronic Crime Center of 
Excellence for independent evaluation.

Milestones and Deliverables

Task Status Completion

Field Trial Ongoing 2QFY10

Forensic Enhancements Not Started 3QFY10

Reporting Ongoing 4QFY10
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U3-USB-Live Acquisition and Triage Tool 
(US-LATT)

Product Description
 US-LATT provides investigators and first-responders with the 

ability to obtain live, volatile evidence from running systems 
under rapid response or covert scenarios.  LE Officers would 
insert a U3 USB device that automatically captures and stores 
evidence from suspect computers.

• Criminal Justice Payoff
– Rapid acquisition of volatile forensic 

evidence
– Forensically acquire evidence typically lost 

in pull the plug postmortem investigations
– Acquire evidence of Encrypted and 

Steganographic File Systems and Network 
Attached Storage (NAS)

– Collection of Live Physical Memory
– Collection of Suspect Screen Shots

Discover

Suspect

Analysis

US-LATT
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Mac Marshall- ATC-NY

Concept Operational Capability
 Tools that will perform forensic examinations on a live 

system before it is seized (to determine the need to 
image live and the capability for onsite system 
overview).

Deliverable:

 A memory forensics software toolkit that will assist 
investigators by automating memory analysis 
capabilities, distributed for free to State and local law 
enforcement

Approach and Objectives

 Make live memory analysis forensic capabilities 
available and useful to law enforcement through 
automation, visualization, and reporting features. 
 These techniques will produce important, case-

relevant data for investigators that cannot be 
obtained from disk analysis: running 
applications, open files, Web browser usage, 
recently-used passwords, and stored 
encryption keys. 

 Provide the capability to extend existing forensic 
techniques to volatile memory, to provide context 
for string-search results and enable in-memory file 
carving

Milestones and Deliverables

Task Status Completion

Develop Windows system information Competed 1QFY10

Gather app-specific data Ongoing 2QFY10

Develop address-space visualization Ongoing 3QFY10

Develop automation and reporting Not Started 4QFY10

Prepare Mem Marshal for dissemination Not Started 4QFY10
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Project Title: Cyber-investigation Law Enforcement 
Wizard (CLEW)
Grantee: University of Illinois at Urbana-Champaign

Concept Operational Capability

 Tools that perform forensic examinations during a permissible 
search (such as a probation search or a search with the owner’s 
consent). 

Deliverable: 

 A tool that will support law enforcement with investigations into the 
most common E-mail, Instant Messenger, and Social Networking 
(e.g., Facebook) complaints.

 Tool will be available for free to State and local law enforcement.

Approach and Objectives

 Develop and prototype mechanisms to assist law 
enforcement with the on-site capture of important 
information off web-based social networking sites such 
as Facebook, MySpace, and Twitter.  Information 
collected would include:

• All mail received and sent by the user.
• List of Friends Requests, including any pending requests.
• Other communications, including status updates, “wall” 

postings, comments, etc.
• Group memberships
• Event Invites – List of parties, meetings and other events that 

the user was invited to
• All user input info under edit profile including:

Milestones and Deliverables

Task Status Completion

Identify, and research existing social 
network data capture and analysis tools 
such as the MySpace Visualizer

Ongoing 2QFY10

Demonstrate the first prototype of the 
social network data capture to the City 
of Urbana Police Department

Not Started 3QFY10

Integrate social network data capture 
routine with CLEW

Not Started 4QFY10

Release CLEW for LE use Not Started 4QFY10



May 18, 2011 27

Network Acquisition Tools

The development of Imaging tools for networks and 
network-attached devices should address one or more of 
the following issues:

• Redundant Array of Independent Disks (RAID): A RAID is a disk 
subsystem that is used to increase performance and/or provide fault 
tolerance. A RAID uses a set of two or more ordinary hard disks and 
a specialized disk controller that contains the RAID functionality.

• Wireless network devices including; routers, gateways, network 
interface cards (NICs), repeaters, switches, hubs, and wirelessly 
connected external digital media.

• Network data storage devices connected via computer to the 
network as well as data storage devices connected directly to the 
network via a wired or wireless network interface or connection.
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Approach and Objectives

• Review best practices for the acquisition of data from network 
devices, including devices of different types and from different 
manufacturers.

• Design and develop a software tool for acquiring network device 
data.

– Including the design and implementation of a configuration format 
that is both general and human-writable

• Usability testing with law enforcement partners and gather 
feedback

– Focus on ensuring that the evidence acquisition is forensically 
sound.

• Make changes to ANDES based on usability testing and feedback

Milestones and Deliverables

Operational Capability
• Imaging tools for networks and network-attached 

devices (e.g., printers, firewalls, routers, computers).
Deliverable:  
• A set of software tools allowing investigators to 

automatically acquire and analyze forensically-relevant 
data from network devices without requiring device-
specific training.

• Distribute for free to State and local law enforcement

Project Title: Acquisition of Network Device Evidence 
System (ANDES)
Grantee: ATC-NY

Concept

Task Status Completion
Research data acquisition Competed 1QFY10
Design and develop software Ongoing 2QFY10
Design and develop portable device Ongoing 3QFY10
Prepare Software for Dissemination Not Started 4QFY10
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Approach and Objectives

• Develop a forensically sound (write blocked) Windows 
boot disk (CD, DVD and/or USB).

• Include the ability to open Host Protected Areas and 
Device Configuration Overlay areas of IDE disks.

• Develop volume support for RAID and network-
attached storage in the Windows boot disk.

Milestones and Deliverables

Operational Capability
• Imaging tools for networks and network-attached 

devices (e.g., printers, firewalls, routers, computers).

Deliverable:  
• A software write blocked Windows forensic boot disk 

available to State and local law enforcement for free.

Project Title: Windows Boot Disk for Acquiring Network Storage
Grantee: University Of Rhode Island
Award #: 2008-IJ-CX-K403
Program Manager/Division: Martin Novak/ISTD
Portfolio: Electronic Crime and Digital Evidence Recovery

Concept

Task Status Completion
Design Windows Forensic Boot Disk Ongoing Completion

Add the ability to unlock HPA/DCO disks Ongoing 4QFY10

RAID Support Ongoing 4QFY10

Software Packaging and dissemination Ongoing 2QFY11
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Project Title: Peer-to-Peer (P2P) Marshal
Grantee: ATC-NY

Concept
Operational Capability
 Technologies that effectively conduct investigations 

into the criminal use of Peer-To-Peer (P2P) clients. 

Deliverable: 

 A enhanced software tool for analysis of evidence 
from peer-to-peer client software.

 Distribute for free to State and local law enforcement 
for free via web download.

Approach and Objectives

 Add new client support and enhance existing 
support.
 Currently, Provides full analysis for: Ares, BitTorrent, 

FrostWire, LimeWire, uTorrent, and Azereus Vuze
 Support will be added for eMule, BearShare, and DC++.

 Improve the user interface and reporting
 Enhance back-end processing and add new 

features
 Prepare new version of P2P Marshal for 

dissemination

Milestones and Deliverables

Task Status Completion

Add New Client Support Ongoing 3QFY10

Improved User Interface Ongoing 3QFY10

Enhanced Back-End Processing Ongoing 3QFY10

Prepare Software for Dissemination Ongoing 4QFY10

Disseminate software via web 
download

Ongoing 4QFY10
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Data Carving Tools

• Data carving is the process of extracting data that 
corresponds to specific criteria from larger data sets.

• This function is frequently employed during analysis of 
unallocated space on a digital media device that is, 
areas on devices that are not currently assigned to a 
file but may still hold data from files that were deleted.
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Project Title: Digital Forensics Analysis Search String Support
Grantee: University of Rhode Island
Award # : 2008-CE-CX-K001
Program Manager/Division: Martin Novak/ISTD
Portfolio: Electronic Crime and Digital Evidence Recovery

Concept

 Regular expression (strings with special characters) 
generation will be implemented by a web form where 
the user enters text and uses elements such as radio 
buttons and drop down boxes to qualify the text into 
regular expression elements.

 Perform a cycle of creating/editing the regular 
expression, testing its effectiveness, and then reediting 
if necessary.

Operational Capability
 Data carving tools, including search string support

Deliverable:

 Software tool to assist with search string capabilities in 
digital forensic analyses.

 Distribute for free to State and local law enforcement

Approach and Objectives Milestones and Deliverables

Task Status Completion

Develop Regular Expression Test Software Ongoing 2QFY10

Develop Regular Expression Repository Ongoing 2QFY10

Refine and LE Test Not Started 3QFY10

Software Documentation and Disseminate via 
CyberCop Portal

Not Started 4QFY10

Final Report Not Started 4QFY10

[a-z#~_\.!\#$\^%&\*\(\)\-]+@[a-
z#_\]+\.(com)|(biz)|(de)|(edu)|(gov)|(info)|(mil)|(net)|(org)|(tv)|(uk)|(jp)

Note:  The above “regular” expression will capture most valid E-mail 
addresses
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Project Title: Registry Decoder 
Grantee: Digital Forensic Solutions

Concept Operational Capability

 An automated forensic acquisition, examination, and 
analysis tools to recover, parse, and report relevant 
data from seized computer operating system registry 
keys.

Deliverable: 

 An easy-to-use tool for extraction of critical information 
from the Microsoft Windows registry.

Approach and Objectives
 Automatically extract crucial Windows Registry information and 

render it in report format.
 Where possible, provide information about the meaning and 

relevance of extracted information.
 e.g., “The SANS© Cruzer USB disk was last inserted on 

January 7, 2005.”
 Also extract registry data from the system restore point facility, 

cross-referencing this information with current data to help an 
investigator understand the evolution of the system.

Milestones and Deliverables

Task Status Completion

Develop comprehensive project scope Completed 1QFY10

Software design and implementation Ongoing 2QFY10

Release beta version of Registry Decoder Not Started 3QFY10

Conduct soft product launch Not Started 4QFY10

Release official version of Registry Decoder Not Started 1QFY11
Note: System Restore is a Microsoft Windows component that allows for 
the rolling back of system files, registry keys, installed programs, etc., to 
a previous state in the event of malfunctioning or failure  
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Project Title: Automated Human Image Detection and Authentication
Grantee: University of Rhode Island
Award # : 2009-FD-CX-K215
Program Manager/Division: Martin Novak/ISTD
Portfolio: Electronic Crime and Digital Evidence Recovery

Concept Operational Capability

 Tools that assist law enforcement in preventing or investigating 
child safety issues and crimes against children via the Internet

Deliverable:
 An automated tool that will automatically detect and authenticate 

images of children, which will significantly reduce the time 
required to search for child pornography and generally improve 
the process for investigators.

 Disseminate to State and local law enforcement for free.

Approach and Objectives

 Refine the current detection of general pornography to 
detect only likely child pornography;

 Integrate the child pornography detection into a 
Windows forensic boot disk for triage;

 Integrate the child pornography detection into FTK, 
EnCase, and X-Ways law enforcement analysis tools 
in a uniform way.

Milestones and Deliverables
Task Status Completion

Adding child detection capability to software Ongoing 2QFY10

Law enforcement criteria used to tune software. Ongoing 2QFY10

Integrate child porn scanner on SAFE boot disk Not Started 3QFY10

Develop hash set and/or mounting of E01 feature 
to allow child porn scanning of disk images.

Not Started 3QFY10

Beta test triage boot disk and image file scanners 
with law enforcement

Not Started 4QFY10

Disseminate tools via CyberCop Portal Not Started 4QFY10
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Project Title: Mac Marshal 
Grantee: ATC-NY
Award # : 2009-FD-CX-K002
Program Manager/Division: Martin Novak/ISTD
Portfolio: Electronic Crime and Digital Evidence Recovery

Concept Operational Capability
 Forensic examination solutions for Macintosh 

computers that use the Intel Core Duo processor chip 
which enables a dual Operating System capability 
using both the Mac OS X and Windows XP operating 
systems

Deliverable:
 A software tool, which we will distribute for free to Law 

Enforcement, for gathering Mac OS X-specific 
forensic data from target machines

Approach and Objectives

 Add new automatic analysis tools for commonly-
requested forensic data

 Improve the overall usability and efficiency of Mac 
Marshal in crime labs’ casework

 Add the ability to conduct Mac Marshal investigations 
on live, running systems

 Prepare the enhanced Mac Marshal tool for 
dissemination

Milestones and Deliverables

Task Status Completion

Add new Mac Marshal analysis tools Ongoing 2QFY10

Improve the usability and efficiency of Mac 
Marshal in casework

Ongoing 3QFY10

Add ability to perform live investigations 
and gather volatile data

Not Started 3QFY10

Prepare the enhanced Mac Marshal for 
disseminate via web download

Not Started 4QFY10
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Concept

Approach and Objectives

• Develop new methods and technologies to address 
the ever changing needs of law enforcement and the 
fight against crime; 

• Serve as a primary site for a world class Master of 
Science degree program in Media Forensics; 

• Provide training to law enforcement and related 
communities for professional development.

Milestones and Deliverables

Operational Capability
• Digital Forensics Training

Deliverable:
• A new Master of Science in Media Forensics graduate 

program and continuing education for Law 
Enforcement.

Project Title: National Center for Media Forensics 
Grantee: University of Colorado at Denver
Award #: 2008-DN-BX-K218
Program Manager/Division: Martin Novak/ISTD
Portfolio: Electronic Crime and Digital Evidence Recovery

Task Status Completion
Curriculum Development Ongoing 3QFY10
Student Recruitment Ongoing 3QFY10
Start Graduate Degree Program Not Started 3QFY10
Start LE Program Not Started 3QFY10
Update Programs as necessary Not Started TBD
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Training Projects
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Project Title: Digital Evidence Collection Training
Grantee: International Data Forensics Solution Center

Concept Operational Capability
 Digital Forensic Analysis Training for State and local 

law enforcement

Deliverable: 

 Provide Digital Evidence Collection Training to State 
and local law enforcement

Approach and Objectives

 Twenty-six classes will be taught in the 12 month grant 
funding project. 

• 26 Classes x 20 Student = 520 Total Students
 A proficiency test upon course completion and 

certificate of proficiency in Digital Evidence Collection 
for each attendee.

Milestones and Deliverables

Task Status Completion

Host and Support 13 DCET Courses Ongoing 2QFY10

Host and Support 13 DCET Courses Ongoing 1QFY11
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Project Title: Computer Forensic Investigation Training
Grantee: International Data Forensics Solution Center

Concept Operational Capability:

 Digital Forensic Analysis Training for State and local 
law enforcement

Deliverable: 

 Provide Computer Forensic Analysis Training to State 
and local law enforcement

Approach and Objectives

 Conduct the two-day CFIT classes twice a month for a 
twelve-month period under this grant
20 Students per Class x 24 Classes = 480 Total Students

 Students who attend this training course as part of this 
project will receive licensed and fully functional copies 
of DataLifter v2.0, File Extractor Pro and DataLifter.net 
Bonus Tools, a collection of tools designed for the 
Computer Forensic Investigator.

Milestones and Deliverables

Task Status Completion

Host and Support 12 CFIT Courses Ongoing 2QFY10

Host and Support 12 CFIT Courses Ongoing 1QFY11
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Project Title: P2P Marshal Forensic Training
Grantee: ATC-NY

Concept
Operational Capability

 Digital Forensic Analysis Training for State and local 
law enforcement

Deliverable: 

 Provide training to State and local law enforcement on 
P2P Marshal

Approach and Objectives

 Hold 10-12 1-day training courses each year, which will 
each accommodate 20-45 students. 

 On average, given 10 courses with 25 trainees, that 
would be 250 people trained per year. 

 Currently, ATC-NY provides a certificate of completion. 
They are in the process of getting this training 
accredited for in-service hours.

Milestones and Deliverables
Task Status Completion

Prepare for and deliver P2P 
Marshal Forensic Training

Ongoing 4QFY10

Enhance training course Ongoing 4QFY10

Develop Trainer’s Kit Not Started 1QFY11

Management and Reporting Not Started 1QFY11
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Standards & Outreach
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Concept

Approach and Objectives

• Educating governors and other state policymakers 
on advances in the field of forensic sciences and 
their potential impact on state cyber and electronic 
crime policy;

• Providing a nexus between NIJ-supported research 
and state policy development; and

• Enhancing state capacity for keeping pace with 
significant advances in technology.

Milestones and Deliverables

Operational Capability
• Inform policy-makers and decision-makers at the State 

and local level with regard to issues related to 
Electronic Crime

Overall deliverable:
• Educate governors and other high-level state 

policymakers on recent advancements in forensic 
sciences and their potential impact on state cyber and 
electronic crime policy.

Project Title: Cyber and Electronic Crime  Policy Project
Grantee: NGA – Center for Best Practices

Task Status Completion
Convene Working Group Meeting Ongoing 2QFY10
Produce Two Working Papers Not Started 4QFY10
Executive policy forum for governors’ 
advisors and key state policymakers

Not Started 3QFY10

Webcasts Not Started 4QFY10
Technical Assistance Not Started 4QFY10
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• Transitions
– P2P Marshal (ATC-NY) available to LE agencies via web download
– USB-LATT (WetStone Technologies) beta testing with app. 30 Law 

Enforcement Agencies completed, final modifications are being 
completed for deployment free of charge to law enforcement

– Algorithms from URI Automated Steganograpy Detection integrated 
with Steganos, a WetStone Technologies product that is free to 
State and local law enforcement

– BK Forensics completed the development of SIM analyzer lite and 
SIM analyzer Pro. Both software products are now available for free 
to State and local law enforcement. 

– Mac Marshal (ATC-NY) available to State and local law 
enforcement agencies via web download

Transitions and 
Accomplishments
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Convergence of 
Technology and 

Criminal 
Investigations
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http://crime.about.com/b/2004/08/30/peterson
-trial-turns-to-computer-evidence.htm



May 18, 2011 46

http://www.cbsnews
.com/stories/2005/0
3/04/national/main6
78013.shtml
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http://www.nj.gov/oag
/newsreleases07/pr2
0070719a.html
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http://www.ojp.usdoj.g
ov/nij/journals/254/dig
ital_evidence.html 
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http://www.
policeone.c
om/investig
ations/articl
es/1665690
-Cell-
phone-
photos-
help-N-C-
police-ID-
rape-
suspects/
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http://insidedateline
.msnbc.msn.com/a
rchive/2007/01/23/
39096.aspx
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Sexting
the act of sharing nude or partially nude 
photos via cell phone text message –
technically MMS -
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http://www.
cbsnews.c
om/stories/
2009/01/15
/national/m
ain472316
1.shtml
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http://today.msnbc.msn.com/id/29546030/
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Teens and Sexting
How and why minor teens are sending 
sexually suggestive nude or nearly nude 
images via text messaging.
December 2009

http://www.ncdsv.org/images/PewInternet_TeensAndSexting_
12-2009.pdf



May 18, 2011 55

4% of cell-owning teens ages 12-17 say they have sent sexually 
suggestive nude or nearly nude images of themselves to someone else 
via text messaging

15% of cell-owning teens ages 12-17 say they have received sexually 
suggestive nude or nearly nude images of someone they know via text 
messaging on their cell phone.

Older teens are much more likely to send and receive these images; 8% 
of 17-year olds with cell phones have sent a sexually provocative image 
by text and 30% have received a nude or nearly nude image on their 
phone.

The teens who pay their own phone bills are more likely to send “sexts”: 
17% of teens who pay for all of the costs associated with their cell 
phones send sexually suggestive images via text; just 3% of teens who 
do not pay for, or only pay for a portion of the cost of the cell phone send 
these images.

Findings:
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Focus groups revealed that there are three 
main scenarios for sexting:

1) exchange of images solely between two 
romantic partners;

2) exchanges between partners that are shared 
with others outside the relationship and 

3) exchanges between people who are not yet in 
a relationship, but where at least one person 
hopes to be.
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Technology Resources 
for Criminal Justice
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Radio 
Frequency 
(RF) signal 
blocking tent –
prevents cell 
phones from 
accessing 
service 
providers 
signal 
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RF Shielding Material
No Service
Charging
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RF Shielding Practical 1

• Partner with another attendee
• Wrap one partner’s cell phone in RF 

Shielding material
• Check display screen – Service?
• Scroll through the menu pages-

– Manual exam – may be the only option 
• Call wrapped phone – Send text
• RF Shielding Material will block RF signal
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RF Shielding Practical 2

• Partner with another attendee
• Wrap one partner’s cell phone in 

aluminum foil
• The second partner calls the wrapped cell 

phone – Voice Mail? Leave message
• Unwrap the phone & check for Voice Mail
• Repeat with other partner’s phone
• Aluminum foil will block RF signal
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Volatile data: information that may 
be lost if a computer is turned off or 
power is disconnected:
Chat sessions
Connections to other computers
Encrypted data
Information in RAM – Random Access Memory
Webmail
Running applications
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http://abcnews
.go.com/GMA/
story?id=3882
520&page=1
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Covert
Channels P2P

“Postmortem” vs. “Live” 
exposing the myth
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US-LATT Architecture

Discovery
Personality

Discovery
Personality

Discovery
Personality

Discovery
Engine

XML
Evidence

Generation

XML
Evidence

Generation

Analysis 
and 

Visualization
US-LATT
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Other Technology 
Considerations
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Emerging Trends
• TOR, (The Onion Router) is an Internet anonymity application. This 

technology enables users to hide their identity while online. Criminal 
activity is committed and facilitated through the exploitation of this 
technology.  Currently, State and local law enforcement have no 
tools, technology or training to investigate crimes committed through 
the use of TOR.

• The acquisition of large digital evidence data sets using existing 
technologies requires hours of practitioner's time resulting in reduced 
productivity and case backlogs of 3 to 6 months on average. As the 
amount of digital evidence per case continues to grow, it will become 
operationally unfeasible to acquire large data sets

• Automated data acquisition and analysis technologies have yet to be 
developed for a large percentage of mobile devices in use in the 
United States
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Internet Anonymizers
• Applications developed to prevent tracking 

of users through Internet nodes, servers or 
computers
– TOR- The Onion Router
– Anonymizer
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Voice Over Internet Protocol (VOIP)

• Audio & optional video communications 
over an Internet connection
– Wired or Wireless
– Can be encrypted to prevent interception
– Requires an Internet connection

• Which can be identified
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Summary

Questions?


